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PROJECT  SUMMARY

At a glance

Scenario SnowBe Online: AWS-hosted sales and customer database, credit card data retained indefinitely,
storefronts, VPN users and six servers, with technical controls and formal processes neglected
during rapid growth.

Policy work Three policies (System DLC security, patch management, security maturity management) and an
analysis of how threat modeling shapes each.

Key idea Threat modeling is a decision-making process, not a diagramming exercise: it turns architecture
knowledge into findings, and findings into policy and maturity improvements.

Outcome A five-step professional workflow: Model → Analyze → Prioritize → Policy → Improve.
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CONTENTS

Presentation roadmap
Seven connected security policy and threat-modeling topics.

1 System DLC Policy How threat modeling improves maturity across the system lifecycle

2 Software DLC Policy How threat modeling improves secure software decisions

3 Security Maturity How threat models move SnowBe from reactive to repeatable

4 Plan + Policies How findings become policy requirements and control priorities

5–7 Reflection Most significant, least significant, and team decision-making lessons
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CONTEXT

SnowBe context: why policy decisions matter
The same business growth that created opportunity also created security exposure.

Current exposure
AWS-hosted online sales and customer database

Credit card data and purchase history retained indefinitely

Storefronts, VPN users, desktops, laptops, and six servers

Technical controls and formal processes were neglected

Policy direction
Formal SDLC security requirements

Patch management for endpoints, servers, firmware,
and software

Security maturity measurement and remediation roadmap

Threat modeling to connect controls to real risks
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1  —  SYSTEM DLC  POL ICY

Making security lifecycle-based
Threat modeling becomes part of analysis, planning, design, deployment, maintenance, evaluation, and disposal.

Professional value The policy helps a cybersecurity professional because it creates checkpoints for evidence, ownership, and
security decisions instead of leaving security as an informal end-stage review.

1
Analysis

Assets + risks

2
Planning

Requirements

3
Design

Threat model

4
Development
Secure build

5
Testing

Validate
controls

6
Deployment
Hardened

release

7
Maintenance

Monitor + patch

8
Evaluation

Review
maturity

9
Disposal

Protect data
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1  —  SYSTEM DLC  POL ICY

How System DLC policy can help or hinder
The value depends on whether the policy creates decision points or just documentation.

Helps
Brings threat modeling into design and evaluation

Requires security before approval gates

Improves evidence for risk decisions

Links system changes to updated controls

Can hinder
Too many approvals can slow urgent changes

Generic templates may miss real attack paths

Old threat models can create false confidence

Compliance language can replace security thinking
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2  —  SOFTWARE  DLC  POL ICY

Focusing threat modeling on code and app logic
This policy is narrower than system lifecycle policy because it targets software design, build, test, and release.

SnowBe example The WordPress shopping cart requires threat modeling for plugins, payment data handling, session security,
input validation, authentication, and secure patching.

1
Plan

Secure requirements

2
Design

Data flows

3
Code

Input + auth

4
Test

Abuse cases

5
Release

Patch + monitor
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2  —  SOFTWARE  DLC  POL ICY

How Software DLC policy can help or hinder
Threat modeling improves software maturity when it changes how developers design, code, and test.

Helps secure design
Identifies risky software choices before
release: insecure plugins, weak
authentication, poor input validation,
exposed APIs, and unsafe data handling.

Helps testing
Turns likely attack paths into test cases:
authentication bypass, SQL injection, XSS,
session hijacking, and privilege escalation.

Can hinder speed
If used too rigidly, the process can slow
releases. The fix is lightweight, continuous
threat modeling that fits sprint and change
workflows.

Professional takeaway: policy should shape developer behavior, not just produce documents.
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3  —  SECURITY  MATURITY

Threat modeling increases security maturity
It shifts SnowBe from informal controls to repeatable security decision-making.

1 Ad hoc Tools added after problems

2 Defined Threat model + policy requirements

3 Repeatable Findings tracked and retested

4 Managed Metrics, owners, timelines

5 Optimized Continuous improvement

Threat modeling adds maturity by creating repeatable evidence: what assets matter, what can go wrong, what control is required, who owns
the fix, and whether the fix was validated.
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4  —  PL AN +  POL IC IES

Threat modeling and the security plan
A security plan becomes stronger when it is driven by real system risks instead of generic controls.

→ → →

Helpful when: findings become policy language, audit criteria, and
remediation tasks.

Hindering risk: the security plan becomes too large or too generic if
every finding turns into a rigid policy requirement.

Threat Model
Assets, data flows, trust
boundaries

Findings
Weak controls, risky paths,
missing evidence

Policies
Required behavior and
accountability

Plan Updates
Roadmap, owners, timing,
metrics

Sean Richard · SnowBe Security Policy & Threat Modeling 10



5  —  REFLECTION

Key security lessons
The most useful lessons were practical, not just definitional.

1 Security maturity is measurable
A maturity model shows whether controls are informal, repeatable, managed, or improving.

2 Threat modeling turns design into evidence
A good model shows assets, flows, boundaries, and realistic attack paths.

3 Policies should be tied to real risks
SnowBe needed SDLC, patch management, and maturity policies because its risks were observable.

Most significant takeaway: threat modeling is a decision-making process, not just a diagramming exercise.
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6  —  REFLECTION

Supporting lessons & context
Some items were useful, but less important than the decision-making process behind them.

Less significant by itself
Memorizing every acronym or domain name

Treating maturity levels as exact labels only

Copying policy templates without context

More valuable context
Knowing how to apply frameworks to a real company

Explaining why one risk comes before another

Turning technical findings into policy action
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7  —  REFLECTION

Cybersecurity decisions and team feedback
The project required decisions that mirror professional security work.

What changed in my decision-making
Moved from guessing controls to justifying them with risk

Learned to explain both benefits and tradeoffs

Used frameworks as guidance, not as one-size-fits-all answers

How feedback helped
Forced recommendations to be clear and defensible

Made policy analysis more collaborative

Helped separate disagreement from constructive improvement

Professional lesson: security decisions must be specific, evidence-based, and communicated respectfully.
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PROFESS IONAL  WORKF LOW

From system model to policy action
This is the workflow I would use as a cybersecurity professional.

1 Model System components, flows, actors, assets

2 Analyze What could go wrong and why

3 Prioritize Risk, impact, likelihood, maturity gap

4 Policy Set required behavior and ownership

5 Improve Track, test, measure, and repeat

This workflow keeps threat modeling practical: it turns architecture knowledge into security findings, then converts those findings into policy
and maturity improvements.
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CYBER SECURITY  PORTFOL IO  P ROJECT CLOS ING

Threat modeling connected the concepts
into one professional security process.

System DLC policy creates lifecycle security gates.

Software DLC policy targets application-level weaknesses.

Security maturity improves when findings are tracked and repeated.

Security plans and policies become stronger when based on real threat models.

Model → Analyze → Prioritize → Policy + Improve
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